Netw ork Management Using NMW. Pro c. INET ’95 H. Ohno and A. Shimizu Improv ed Net w ork Managemen t Using NMW (Netw ork Management W orm) System Hiroyuki OHNO < hohno@is.titech.ac.jp > Akihiro SHIMIZU < akihiro@is.titech.ac.jp > Abstract Network management worm (NMW) system is intr o duc e d in this p ap er. NMW system is a b ack- end p art of our nation wide network management system and assists WIDE/PhoneShel l envir on- ment. NMW is supp orte d by thr e e sub systems. They ar e WSD, OWL, and WORMC. These sub systems send, r e c eive and exe cute NMW. V ari- ous information and c ommand c an b e p acke d into NMW and pr o c esse d on various hosts. We ar e testing NMW system in some networks to man- age and monitor their networks and NMW system has b e en working �ne. We think NMW system wil l b e widely spr e ad in the WIDE internet so on. 1 In tro duction W e and the WIDE pro ject hav e b een devel- oping v arious net w ork management systems for the nation wide computer netw orks since 1988. WIDE/PhoneShell [1, 2] is one of the pro d- ucts of our research activities. It enables net- work managers to communicate with comput- ers via telephone without using computer ter- minals. Under WIDE/PhoneShell environmen t, netw ork managers can send command and data to computers by using DTMF signals and com- puter can send messages to managers by pager, telephone, and facsimile. (Fig. 1) W e can re- gard WIDE/PhoneShell as a front-end part of the ubiquitous netw ork management systems. Th us, we decided to design and implement the back- end part. NMW system (Netw ork Management W orm System) is our exp erimental implementa- tion of the back-end part of our net w ork manage- ment systems. 2 Net w ork managemen t on the in- ternet W e hav e some problems in the net w ork man- agement metho d curren tly used on the in ternet. The followings are tw o of them. 1. Almost all net w orks are managed using their netw orks themselves. Once a netw ork has malfunctions, netw ork managers who are apart from their \home net w ork" can’t manage the netw ork, b ecause they can’t ac- cess their netw ork via the in ternet. W e should hav e another netw ork only to man- age and control our netw orks. Fig. 2 shows a tw o la y ered mo del whic h is prop osed by us. The �rst lay er is named \service la y er". Our computer netw orks, which we usually use them, are b elong to this lay er. The second lay er is named \management la y er". This la y er is for netw ork managers and net- work management to ols only . Thus, links b etw een eac h netw orks should not b e as same as the links of the service lay er. If we hav e netw orks based on this tw o la y ered mo del, we might hav e robust computer net- works. How ev er, almost all of us hav e to manage and con trol our netw orks using the same net w orks. 2. Almost all netw ork management to ols, which are currently av ailable on the inter- net, do esn’t hav e enough ability to con- trol the netw ork, if the netw ork itself is in trouble. And if there are many hosts o v er slow and intermitten t links and managers hav e to control these hosts, almost net w ork management to ols are of no use. Managers hav e to endure bad resp onse and sp end long time. Thus, we need a new approach to k eep our computer netw orks stable. This is a reason w e designed and implemented NMW system [3, 4, 5, 6, 7]. 3 Net w ork management using NMW System 3.1 NMW system NMW system is supp orted b y three sub sys- tems. They exchange data and commands for each other to manage their netw orks stable. As the result, data and commands mov e around v arious hosts. They seem to visit many hosts as if they were netw ork worms [8]. Thus, w e named our system as "Netw ork Management W orm (NMW) system." NMW system has ability to send, receiv e and execute NMW. In 1988, netw ork worms app eared on the in-

Netw ork Management Using NMW. Pro c. INET ’95 H. Ohno and A. Shimizu Figure 1: WIDE/PhoneShell Figure 2: Two lay ers net w ork mo del ternet. They attac k ed and damaged many ma- chines on the internet using several Unix secu- rity holes. These dangerous worms are known as the internet worm. In opp osition to the inter- net w orm, NMW is not dangerous, b ecause the entit y of NMW is just a simple list of data and commands. NMW can’t mov e to other hosts by itself at all, but can mov e using previously in- stalled programs that hav e authentication mech- anism. NMW never uses security holes at all. NMW System has b een developing since 1992. The �rst version NMW w as av ailable at the end of 1992 in T oky o Institute of T ec hnology . 3.2 The features of NMW system The features of NMW System are the follow- ing: 1. NMW system can exchange w orms even if they don’t hav e IP reac habilit y . NMW system is designed to b e able to exchange worms not only using IP but also using al- ternate wa ys such as E-mail, uucp and so on. This means NMW can mo v e from net- work to net w ork using these alternate wa ys. Even if some hosts are o v er the intermitten t links, there is no problem. NMW can wait until the link to b e established. (Fig. 3) 2. Once worms start from the origin host, they don’t communicate the host un til they go back to the host. Thus, netw ork managers can use NMW system in high R TT environ- ment where is traditional interactiv e op er- ation hard to b e used. W e can also think that NMW system is somewhat impro v ed remote job entry (RJE). (Fig. 4) 3. W orms can visit several hosts at one trip. When they mov e to other hosts, they don’t hav e to go back to the origin host every time. This reduces netw ork tra�c.

Netw ork Management Using NMW. Pro c. INET ’95 H. Ohno and A. Shimizu Figure 3: IP and non IP connections Figure 4: NMWs mov e around the netw ork 3.3 Implemen tation of NMW NMW system in terprets and executes NMW using the following sub systems. They are WSD, OWL, and W ORMC. � WSD (W orm Supp ort Daemon): Main part of NMW system. This sub system sends and receives NMWs. WSD also forwards received worms to OWL. � OWL (Owl is W orm description Language): Interpreter of NMW. O WL read NMWs line by line and if each line is allo w ed to exe- cute on the host, the line is executed. The current version of OWL is generated us- ing scheme in terpreter [9], b ecause NMW has sc heme based syntax. When they are sent to other hosts, they are ciphered by using PEM (Priv acy Enhanced Mail) like mechanism to keep securit y and authenti- cation [10, 11, 12]. � WORMC (WORM Controller): Controller of NMW system. WORMC is a user in ter- face for the NMW system. Only netw ork managers can con trol NMW using this sys- tem. Fig. 5 shows relationship of the three sub sys- tems. The three sub systems work co op erative to send, receive, control, and execute NMW. 3.4 Comm unications of NMW In NMW system, only WSD can send and re- ceive NMW. All hosts that can b e reached di- rectly from a certain host are called neighbor

Netw ork Management Using NMW. Pro c. INET ’95 H. Ohno and A. Shimizu Figure 5: NMW system host. A group of neighbor hosts that are con- nected to the same netw ork is called neighbor host group. In NMW system, there are three types of NMW. They are command w orm, result worm and control worm. Command worm and con- trol worm are alwa ys sent to neighbor host. This means command and control w orm mov e in the netw ork host b y host. Result worm may b e cre- ated when NMW is executed on certain host. This worm can go back to its origin host directly . 3.5 Related Approac h General Magic Corp. has b een developing MagicCap and T elescript [13]. Their approach may b e similar to our system. How ev er, they are general purp ose commercial pro ducts, but ours is sp ecialized for the wide area net w ork manage- ment. Thus, they are di�erent. Note that all source co des will b e av ailable by anon ymous FTP . Every one can compare our NMW system with other related systems. 4 Exp erimen ts W e are testing NMW System in some net- works that are b elonging to the Department of In- formation Science, T oky o Institute of T ec hnology . W orms are patrolling many hosts and come back to the origin host with precise information when they �nd malfunctions of the netw ork. They sometimes b eep pagers of netw ork managers with warning messages using WIDE/PCS (Pager Con- trol System) (Fig. 6), if they cannot go back to the origin host b ecause of netw ork malfunctions. Fig. 7 sho ws conten ts of patrol.nmw, a sample NMW. Fig. 8 and Fig. 9 show result. These result created by WSD and O WL at certain host. WSD at the host pushed result into NMW’s b o dy then send the NMW to next host. A sample NMW pa- trol.nmw returned with this result. The b o dy of NMW is almost scheme, thus, WSD can put data and information into b o dy of NMW with ease. If the next host is not alive (as shown in Fig. 9), NMW b eeps managers’ pager using WIDE/PCS to notify the trouble. 5 Conclusion NMW system is designed and implemented for the nation wide netw ork management. It is tested in some lo cal area netw orks in T oky o Institute of T ec hnology and works well. W e think it will b e widely used in WIDE internet so on. 6 Ac kno wledgmen t This research is a part of the research activity of WIDE pro ject. W e would like to thank all of the members of the WIDE pro ject for their activ e discussions and suggestions.

Netw ork Management Using NMW. Pro c. INET ’95 H. Ohno and A. Shimizu Figure 6: Link age with WIDE/PCS ;; ;; patrol.nmw -- patrol hosts ;; (define (get-next-host) (if (null? next-host-list) (begin (set! next-host-list travel-path) (if (and (> loop-upper-bound 0) (>= loop-count loop-upper-bound)) (begin (write-result "My work is finished.") (write-result "bye.") (quit))) (set! loop-count (1+ loop-count)) (add-variable-to-self ’loop-count))) (let ((next-host (car next-host-list))) (set! next-host-list (cdr next-host-list)) (add-variable-to-self ’next-host-list) next-host)) (define (main) (sleep interval-seconds) (write-result (hostname)) (write-result (get-datetime)) (write-result (get-load-average)) (write-result (get-users-stat)) (write-result (get-process-stat-byname "afsd")) (let ((next-host (get-next-host))) (if (ping next-host) (begin ;; ping OK (write-result (string-append "next host: " next-host " is OK.")) (write-result (string-append "I’m leaving " (hostname))) (go-to-host next-host)) (begin ;; ping fail (write-result (string-append "next host: " next-host " is down.")) (notify-down-by-pager next-host))))) ;; ;; initialize globals ;; (define travel-path ’("host1" "host2" "host3" "host4")) (define next-host-list travel-path) (define loop-upper-bound 2) (define loop-count 0) (define interval-seconds (* 60 60)) ;; 1 hour Figure 7: Example of NMW (patrol.nmw)

Netw ork Management Using NMW. Pro c. INET ’95 H. Ohno and A. Shimizu host1 ;; <-- hostname Mon Jan 30 04:37:38 JST 1995 ;; <-- date 4:37am up 1 day, 10:52, 16 users, load average: 1.23, 1.05, 1.00 ;; <-- load average ((xdm console Sat 6pm 34:17 6 6 sh /home/host1/kusano/.xsession ) (akihiro ttyp0 10:17pm 1:30 rlogin host2 ) (m-oota ttyp1 Sat 6pm 33:49 -tcsh ) (akihiro ttyp2 10:30pm 3 45 5 -tcsh ) (onogi ttyp3 1:52am 2:25 -tcsh ) (yoshiaki ttyp4 11:25pm 4:47 -csh ) (kusano ttyp5 Sat 6pm 5:38 7:59 2:20 xload ) (onogi ttyp6 1:52am 34 2:16 1:57 /usr/local/lib/mule-2.2/19.28/mi) (m-oota ttyp7 Sat 6pm 17 1 xcover ) (tatsuya ttyp8 3:29am 11 2 1 -csh ) (kusano ttypa 7:55pm 31 9:10 4:40 xload ) (kusano ttypb 7:55pm 1 perl /usr/local/bin/jisho2 ) (izumi ttypc Sat 7pm 32:08 2 -csh ) (izumi ttypd Sat 7pm 32:08 2 less /tmp/show005205_nakamori_20) (izumi ttype Sat 7pm 30:39 -csh ) (kimoto ttyq0 Sat 8pm 23:08 kinput2 -canna )) ;; <-- status of users ((root 39 0.0 0.7 468 276 ? S 0:02 /usr/sony/etc/afsd -C -l 1) (akihiro 17455 0.0 0.8 528 336 ? S 0:00 /usr/sony/etc/afsd -C -l 1)) ;; <-- status of process "afsd" next host: host2 is OK. I’m leaving host1 ;; <-- move to next host Figure 8: Result of patrol.nm w (1) host3 ;; <-- hostname Mon Jan 30 04:18:16 JST 1995 ;; <-- date 4:18am up 34 days, 7:44, 14 users, load average: 1.29, 1.23, 1.00 ;; <-- load average ((xdm console Wed 3pm 5days 13 13 xbiff ) (hohno ttyp0 12Jan95 3:24 14:55 46 -tcsh[hohno from nocn2] ) (hohno ttyp1 12Jan95 1:22 25:32 1:06 -tcsh[hohno from nocn2] ) (hohno ttyp3 12Jan95 28:08 1:32 9 -tcsh[hohno from nocn2] ) (hohno ttyp5 13Jan95 28:03 1:06 5 -bin/tcsh ) (ookubo ttyp6 Thu11am 3days 2 -csh ) (ookubo ttyp7 6:30pm 1:38 1 -csh ) (mori ttyp8 Sun12am 1:46 30:36 16:36 dclock ) (hohno ttyp9 Wed 2pm 31:20 -csh ) (tatsuya ttypb Sat 2pm 2days 29 2 -csh ) (mori ttypc 1:04pm 37 150:05 9 -csh ) (akihiro ttypf 10:17pm 7 50 25 xdvi -paper a4 main.dvi ) (akihiro ttyq0 2:21am 36 -tcsh ) (mori ttyq2 10:37pm 1:46 -tcsh[mori from host3] )) ;; <-- status of users ((root 31 0.0 0.2 468 56 ? S 0:11 /usr/sony/etc/afsd -n host3 Sony NEWS -l 2)) ;; <-- status of process "afsd" next host: host4 is down. ;; <-- can’t move to the next host. Figure 9: Result of patrol.nm w (2)

Netw ork Management Using NMW. Pro c. INET ’95 H. Ohno and A. Shimizu References [1] Hiroyuki Ohno. Improv ed Netw ork Manage- ment using WIDE/PhoneShell. In Pr o c e e dings of INET ’93 , 1993. [2] WIDE Pro ject. WIDE Pro ject Annual Rep ort 1992 (Part.16: WIDE/PhoneShell). T ec hnical rep ort, WIDE Pro ject, 1993. [3] WIDE Pro ject. WIDE Pro ject Annual Rep ort 1993 (Part.16: WIDE/PhoneShell). T ec hnical rep ort, WIDE Pro ject, 1994. [4] Akihiro SHIMIZU and Hiroyuki OHNO. Net- work management using netw ork worm. In Pr o- ce e dings of 47th annual c onfer enc e (1) , pages 1{ 299. IPSJ, 1993 (In Japanese). [5] Akihiro SHIMIZU and Hiroyuki OHNO. Net- work management system using netw ork man- agement w orm. In Pr o c e e dings of distribute d sys- tem management r ese ar ch gr oup , pages 101{109. IPSJ, July 1994 (In Japanese). DSM-9407012. [6] Akihiro SHIMIZU and Hiroyuki OHNO. Net- work management using nmw and new applica- tion of nmw. In Pr o c e e dings of disribute d system and multi me dia work shop , pages 101{109. IPSJ, Octob er 1994 (In Japanese). [7] Akihiro SHIMIZU and Hiroyuki OHNO. Re- source �nding using nmw system. In Pro c e e dings of 49th annual c onfer enc e (1) . IPSJ, September 1994 (In Japanese). [8] John F. Schoch and Jon A. Hupp. The ‘W orm’ Programs | Early Exp erience with a Dis- tributed Computation. Communic ations of the ACM , 25(3):172{180, March 1982. [9] H. Ab elson, R. K. Dybvig, C. T. Haynes, G. J. Rozas, N. I. Adams IV, D. P . F ried- man, E. Kohlb ec k er, G. L. Steele Jr., D. H. Bartley , R. Halstead, D. Oxley , G. J. Suss- man, G. Bro oks, C. Hanson, K. M. Pitman, and M. W and. Revised 4 rep ort on the algorithmic language scheme, Nov em ber 1991. [10] WIDE Pro ject. WIDE Pro ject Annual Re- p ort 1993 (Part.10: Security). T ec hnical rep ort, WIDE Pro ject, 1994. [11] Akihiro SHIMIZU and Hiroyuki OHNO. Secu- rity improv emen t of nmw system. In Pr o c e e dings of 49th annual c onfer enc e (1) . IPSJ, September 1994 (In Japanese). [12] M. Rose and K. McCloghrie. Structure and Identi�cation of Management Information for TCP/IP-based Internets. Request for Comment 1155, May 1990. [13] Barbara Knaster. Pr esenting MAGIC CAP . Ad- dison W esley , 1994. [14] R. Droms. The Knowbot Information Service. Internet Draft, December 1989. [15] Je�rey D. Case, Mark S. F edor, Martin L. Sc ho�- stall, and James R. Davin. A Simple Netw ork Management Proto col (SNMP). Request for Comment 1157, May 1990. [16] Keith McCloghrie and Marshall T. Rose. Man- agement Information Base for Netw ork Manage- ment of TCP/IP-based internets: MIB-I I. Re- quest for Comment 1213, Marc h 1991. [17] Marshall T. Rose. The Simple Bo ok . Prentice- Hall, 1991. [18] Kornel T erplan. Communic ation Networks Man- agement . Prentice-Hall, second edition, 1992. Author Information Hiroyuki Ohno recevied the Ph.D. degree in computer science from T oky o Institute of T ec h- nology in 1993. He is a assistant professor of the Netw ork Op eration Center of T oky o Insti- tute of T ec hnology . His current interests in- clude high-sp eed wide area netw orks and netw ork management tec hnology on wide area computer netw orks. He is a member of WIDE pro ject, Japan So ciety for Softw are Science and T ec h- nology(JSSST), Information Pro cessing So ciety Japan(IPSJ), and a Pioneer Member of the In- ternet So ciety . Akihiro Shimizu received the MS degree in computer science from T oky o Institute of T ec h- nology . He graduated the graduate school of T oky o Institute of T ec hnology in 1995 and he is working for NTT. His main interest is wide area computer netw ork managemen t using agent sys- tems. He is a member of IPSJ (Information Pro- cessing So ciety Japan).